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NORN DY MIYPNN TNND 121ON NN YTNHN NNVIR MYIT IR THIRD 1Y THoN 1.1

DXMPYN NPIONY ONIND 210N NN YPHRN NNVIAX NN AR PTHIND INIVM
ONIY DLW YDINY DNRNNA

920N MNPNY OXNNA IOON NNM YN NNLVIR MYITA TNYD NN Dy 1.2

NYPNNN N 5D TINS DMIDTYN

MYITN DR PN PADN Yy ,NINIT ,MIMD ¥DH NNVAR MYIT Sv 1Ipna 1.3

MYITN PN INY NPHNNN NYIITN DY NNYD ORIY NILVYWN 1N )91 MIMDN
.AN22) YR ,NINK D NN 120N NNN YT NNVIAN 77157 19 DN RON ,MIMON

02V MIHN
IRIY NIVWN N
D702 YN NNV NN :N7and
VPN INN I2T 9D MPON ,NYT NINN 0TI NN ,NION ,NNON ,THON , N : ¥11
,NITNRD N 7D T2 DY DI NYISD YIND YN MY, 0OMPYN INND YIND INA
TENIOPON N/ TPONYN NN MWD DY DY TIT IN NN D2 N/ 97ya 051N
IMNX YN ,DXMPYN INND DWINN IR DINYPN ,NINK IR TPOVNND IR TPVIN IR
99910 NoN M¥N

1900, MYV KD )IANYI DNNY NPND Y10 NN ONMN MNT - YN MnHv.2.3.1

1O MV NOD YT IN

.DVUNN KD DININD YN NOWN — YTINN NPTID.2.3.2

PN N YN MR DY NPHNY — YTNHN NIINY.2.3.3
TNKD WNYN AUR 7N DY TEN IR INX NN ,YTNN SNDNRND YT DI ¥ 1990 0
39990 NOYON TN NN MDY
SINYN P2 5DN ) DY YTIRN NINM TIDdYA TOIND 121NN TN 595 : $1999 MIIYnN
ST YT NNVIAN TYY NNYPN TN, 0T DN DXIAYNN 0NV
M1 S YTIND DYDY, 2IWNNN TP DY NNND DIWITIN DOHAN DIYNNIND : NP NHVAN
VTN ONINND NN MDPINN MAYMNNN MDIWHN MTIYD)
NN VNN INA M NADV DT 5932) TM) VINOYD TYPHN OYNNN/AYND T JPNN
AUNN 1IN NONKD WNRYNN
270 THNY NMINIPYN DY DOINNA Y TNID MY NITIN DOIPN : Y159 MNP0
TOVUN INA MDY YNRN MPHY MNOY ,NPTIoa N9 : (Threat) oyx/y b pi
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, DY NMINI ) DV DIWNNN TN IR YR NPTIOT MPHN MMM YNAD NOYN
DO XY DNINY DN NWN INX NN DN YIDY ,MIIYN NNIVND NN

1023 11D NY NN IN DTN YW IMM 220D DOVID PODNT OYNNN : MATHA P .2.12

VTN NOIYNY MDY YINI TIVIN)

DIPINOYSNN DY NPND IIMONNY M AR NN ITIND TIY : 9999 90 MY .2.13
: DININ DVIIANN DMIY MNAY DY DDIANNDT NI OIYNNN : AP MNTH .2.14

Something You Are — wnnwnn 5¥ ny7Iin» mno»Ha NNoN
Something You Have — wnnwnn mwia R8N VM9
Something You Know — wnnwnd yymn y1n v1o
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NYNY DOPY 1IMIND TTIPN YTNID N2) YN NPNNN INVIP DY DWW N8N .2.15
.DOUNN DN P TR J2I NIV
LDV MYNNNND 572302 NIOYN NN NWOIN : MY - Vulnerability .2.16

0% 0PN ,NVIVH .3

.1995-nwn , 0NN PIN NINNINA TNYD 2>NNN NORN.3.1

1981-N7NWN ,NPVIAN NNN PIN BYYI NPVIAN NNN 1T TNYD 2PNNN NORN 3.2
2017-v9WR L, (YT NNVANR) NPVIDN NNN NP

FIPS 140-2 ypmna 7myd po0n/no9ynn Yy ,niasn mMNNom NNV NN owrny 955 .3.3
NOYNN HY DINVIPN DINTINN NAY Ny level 2

VT IMDOYI IR OINY I9IND PNPINDD 1210 TIVA NPNIN NN DY I»NNN NONN 3.4
DIYMD NTIAYN NPION .NYIVM MIANDN DV PPN N1DP0N D110 I ,)IM2AINNM)
DRNNA N (DMPY NT2) 2IVININ NPNIND DRNNA YIAPIN NNNN NN 19-DY MIPAN
LDYTISN MY P ONINNY MAIPA NNONY

YMITONRN QNN DY 120N NN YTHRN NNLIXR NPNIN MYOIT TINYD IONNN NONN 3.5
(D) NTI) 9D NIN POX (MOLONA)

nNnY [SO27017 ypna Tmy> )y 1IWNN2 THIAYY wIT 12 NIPN 99155 NNN NN 3.6
DMPY DXNNZ MNN DY NYIP IN THOUIMTIN NOWNN NIY PY MNPV YN Dy
PN OM»PN OININN

N YN NNVIAN DY DD DNPN MTIX YN ORIV NIVWNY PAYND NORN DY .3.7
I1SO27001, CSA STAR level 2, ISO27018, SOC2, :yn5 7m0y MYn DN H12»0N
.0 Y35 15 GDPR

DY NINONRN NNDMYIL NNNT 1IN 1N P KD NNNIP IN/A ININ 2357 INA NN WO 3.8
.NDAA-n

VAT DONM NININ MIDIN DT MNTO MDD NN NNNYD NIMY ORIV NIvwn 3.9
Y 207 9PONNY

P90 / NNAN / YIX N/ NININ /7 NIDNN MIMINRNDNI YD NIVY 11D NONTY NN NN .3.10
IN YN MIOND TYUN YIVW IR 12900 NNM YTNN NNVIN MYITY NPN-INL TN
D OWOY TN DY YT DY THNDNY NMIVY IRIY NIOVWN I NIVNY . 1PPIN MNDI MDY
ININDI INMMIND YN DI DV OOPWTIN MIMT

THY PN MINND XID) DMDN PN NNYLN N IR 7N OYNNYN DY D1VISN DN .3.11
LDMNIN

NY095 NANY DVY DNYNI N OPYNI DT THDNI DOINDIND MNIPYN DIV N .3.12
270 5V NNYT JIPPW0 DORNNA NNPOONY IN NIND D1 MIYPNIN

NNVANN PYION .4

YTNN NNVIANXY T21DN NN MNIPYL ITHY 7D IR DONIVNHN NINND NIWH/IMIPY 4.1
: DONIN
YT MOIWNN MPHN N
YTNRM NN MPNT .2
NOIWNN AN MY YNNI NPTID L)

PUNN IRV DN OPYNN DI DININ MNIPYN NN INY NONRN NIWN/I MDY 4.2
:NOIWNN
NN oYX — Identification N
NN MX — Verification .2
ToNY MIPYO NONION PONINI MNTINM MNTN 2907 N8N —  Authentication .»
MDLVPIIANN MPYIN
MPYY NONON PONNI MNTINM MDD VINON MIWNX TONN — Authorization .7
TDOLPIINRN MY TONNI
NOIYN1 2357 YOY DXNNA N NP — Access control .n
y1rN NN — Reliability
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(M9xN) WX y 1R DY NN YN n»1o — Confidentiality .3

y1N NS — Data integrity .n

mwnonn ny»n — Non-repudiation .v

707 0w TN — Log, Audit, Monitor .»

DNVIAND MNDTY MY INON 7Y MDNMN NYYIN MIIYNI WHRNWND 1PNNN NOND
JPIY NINDIN OMNDTY MIPNN NPITH DY NOND .INPI DTN

WEBSERVER, DB) omwn 015590 P2 m2avdn 7190 1P30INID wHnnd NOND
LNV NVWND NPV DIPIDNN NN PON DY (1)

TIOIND IR NIMIND Y2207 TAND N¥ANY MYNI X IYIIN 95 MTIN NMNT PION
DTHN 9N MIVPNNN NNDNA MNY DIPAONN

NPNNI NPNY DX DOXVIV/NNNI/MOIWA/MANYID PINID DY) IWAIRD XD NONRY
INIY NIVWN INND PO YNIND TIVYY NONN NOPN DY NIPNIA ONIW NIVYN

NPOUNN NIVIVY

9177 NNDNA .NOY MIPYN MM TN NNIYN NN 7PUN 92101 NP0 NN NOMIN ) 5.

DMNNNN DNV DIPIDN DY DNNRNN NN NN NPTIA 7N ,7PNDINN NTHY) DNDON
920 MDD NN NONN YV INNRNN NPYTAN POND .NDY NPIONRN NIVIYA PN
NTAY OIONN NITN O DY AN P2 DR MIYPNNNND OWIAND DOININIVID
120 15709 NYYUNN NNNAND MNP NYHLM DIV DXNVAINND

NADN NPT N Y NDWIN YN NN NORY N MYNNIND NYNINND NPYTIN
.NONN DY MIYPNNN DYDY NPV NNND NI MDD TN .NOIN DY OMD) DIYNNINI
JORYN NN YTNN ROND NN NPINKI MO NNR

95 3PNY 2»NNN NN LGOIV IDIND NYSIND ¥ YPOD HYW 92»0N 1IN NN NPT
2DV 920N 1OIN AN IWR MIVPNNN TONNA NOINNY MY

;T THON NPNINA NTPRY XIPN DY PADN MDIWNI IN I8N TIYY IRV ')
9NN DM HN DINNL WY DX MNP

NV MINV DY NINYI YT MO
AMYIAY Y DY YHRN NIVNT MPNON)PDINT NNTI NONRN NPINKI
NPNVND DY) MIPI) NNVIR MM NOPY PO IN NPPY 57 ININK MO NONN
ANYLN MIYNN NTAP IR/ DIXMPYN NN IN/ DITNYNN M3 T DY YNDY NV
TYUN DMPY IN PIN YIPN IN 1210 /7 YN NNVIANX /7 YN PNV PN DY NIPN o2
SV NOYPY IN NPY NIOVN MY YWOW IR ) DY DXDI) IN/) DIMPYI NYPN NI MPND
IWPN YWINRD YT I9IND WTIND WITI NN 70 DY YTINN INA YR MIIYN PNV
2170 9I0XND TORYI XNN 7N M) DY DIRNNDNDY YN N0 qGNUY ) Dyvn
A9 DINONA NONN MY PN
YTID DY) NNPON IN YN DIVAID VNN IDIYNI NITHIN NDID DW»D NONN DY
ANONIN YWD ITIHNN
NN INDN NTION , TN IPNNND NN 7N NIY THTIVY NOIWN NNPI/MNS Nyl
AMYIAY YTIIN MNRD TN OV NN YT DMINHDN M) YNNI
NOND DY DINON INKD NN DIN TNV TIONN NIPA Y8 IRV ')
ST TNND PN DY N GNYY A1NNN
NINY MO Hon (Cloud) yy >y dwa p7nd PMIPY NIV WNHNYND XY 1PNNN NORD
NON DXNPY I 191 AN URIN 7D DIN IIWIX NORY D20 DPNNON DIWNN MDY IN
Y OIMIY P9 NYMIND 97Y PN TR NP
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072191 WIIND YANYN 9IWINI YN DHVAR .7

SY PDOYN DINNA PTIIYY 920N NNM YN NNVIAN MYTIND NIDITH Y80 NONN DY 7.1
2710 12 INA DN MDY DIPOIWN PTYD YN qON .MYY NNX DY MIPTN T2YN
DIDNN DXAMNNNY 29D YN NN DM ,NPMIN NP TN RYND NITY )NV NOITH
AT MIYPNN IR

DPON DYNINNY MW YN 10 1YL M9 IN/ PTIIY DN DXIPN YND IPNNN POON 7.2
ANTO INPINKL 7N OONMY TPV SNDA DY) NOND IR DTN .ARYIN VDR N
SYPRD MITINR 702 927070 NN YN NNVIAN N THY

ST2WN YT DY YN YD IIRY KD NPOYNN DPDA YD XTI OB .7.3

NYTIN PIAY Y20 NNPNY YN NNVIAN VNI DTV DIV IPIN NN VT NONN .7.4
MOIYN Yy NTIAY ,NYA) NIPA IRV MIND MYIIT PTHND W .NPOYN DPDY NIIYN
ST DY NIYPNND DOVINDIY DINDM

mIvpnNn oo .8

N, MIYPNNN DPDA YNN INNY MIYIN YNNND YDHRN NPINND 1YN P 1ONN 8.1
210 NYTY DONNN2 MIYPNNN 9NN YT NP Yoa

DNONINDN ) DY YR YN MIIWN NITNN NPXNND NYPN D92 NPNY XTND wITY 8.2
TR LTI MMIYT Y910 DOTIND PA MIYPNNN DINT 1NYLN NI NORN I8N
IMYIL YIRYI NOW 2ONNN NI DA NINKN DY DINN NN MIYPNNN 0PDA .0¥ON
270D VNN TYNIN YN MWD IN YN

OO DY MNTIN SYSNN NV MXYIN 1IMI XD YD MIYPNNN DPD2 XTI 15NN 8.3
205U YN TN INA

NPNDNOVN MIIYNY MOV MYIT .9
w5 9.1
Sy3nr 95 5w BEST PRACTICES 97y nwpy 022009 OysnNm 995.9.1.1
TENYNRIN MPNNN DY 199N DOYNNINRD DD SY Y TNNN NP2 MINNDD.9.1.2
27391 YAPNY NPYTHN 97 NNDIDY
2 7DV MOIWNN 5537 PININ NN MND*.9.1.3
2719y WIFI/BT/RFID : 15 ©InOX 2957 951979 XD mdwyvnn.9.1.4
AV MNYPM MITITIN DY Y70 591D NWINN YR DRI DY 990 MR ON.9.1.5
YN IN NN ROY DRIV NIVYN MINNRD IIMIPN WNIN’ DPINNM MPYN 93.9.1.6
PN
MOIWNA YTNIN MANN .9.2
NYNNAY YTNRN D NP NSPN ANYPNM YTNRN MANNI TINND MOIWNN Hy.9.2.1
YO0 MY DIINNNN DNHNAN NN 12> DY DIiNY ,NNNNIY YTNRN 1M
MOIYH NOIVTI) IWORNNI KD 12TV DI .NMITIY DINIVY NP MTHY ,D0IN)
920N NNNY YN NNVIAN NTH DYDY NN NNT PINY NONN DY (legacy
ANOT DY NYTIN NOAP INND TN
(7252 92 ©OPNM DDAPNN L,DMVITIVD DNPIVINNL YAN MONNN.9.2.2
INWIN YTNRN DY YSINN MANNN .1 2048 Nnan 51 AES 256bitnnnT
D191 OPNYNT OXPYNNN P2 12PN N NOIYNI
(HSM) nmn nnuax maayna Masnn MNN NPHYIA TINND MOINn 1y.9.2.3
MNN9NN Yy NNN PODNN INKR PINS 991 NN (KMS) nnan 51 »>nypwy
Y PYDI ININND
PN TIIND NORTIZNIIYNN DY ,MAXN MNNN NPNYS PINS DWYNY 933.9.2.4
NO9YNN HY DXINVLIIPN DTN Ny Ny FIPS 140-2 level 2
mnosn 9.3
VM) MMIIMOIN MOIWNY DIWIPRI N I8P NIYNA NDHN 91999 NowwNn Hy.9.3.1
.SYSLOG 5 SOAR -y SIEM 15 »nnoan
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MWW ,NWN 53 5w (Log) M50 9N 9Mon Tiym 0w 51905 ndwnn Hy.9.3.2
ND9YNA DXNIAPY DIVNHNYHD MDY MITHIN

NN DV NYYM -version 22 SNMP N version 2-2 SSH 5101191 n1o1n.9.3.3
NACH noyna 021079

.X802.1 31N %9 DY MNINI NNN.9.3.4

PYNNY W) TV 5170 NAY MYSNNA N GUI pywnn mysnna 5ina 1oMmn.9.3.5
.oym TLS1.2 51710199 27y MAXINI NNMIND 7PN 21N

HTTPS nooan nvpna nd>nn.9.3.6

»1 Yy pannv (TLS Server side certificate) nTiyna wimdwy MvNNA N2NN.9.3.7
Auto  wanny IR PKI noyn 5m msHOUOR N0 Mmooty o)
.Enrollment

.19ym TLS 1.2 ypna nmayn niosn ovwrn.9.3.8

™Ma7v) NIIWNN SVYNNYNY MXNDO NPPTH NONN NDIDA TINNN NIIWNN.9.3.9
L9710 ,12979 , TN 1N ONINWN DY NP 51951 IWUN ,(D»NIPN DOVNRNYN
.97 MFA n9oN , mNNDID NNV

NIVN NPNN warm v n1a mnn GUI n pwnn Sv ADMIN n nnoo .9.3.10
NP2 PAVYN NPENN MPNNN THYNI XTND PADN DY . 1IN DY S TN NPIa
ADMIN vinnwn nnoo e s S S1hnn

MFA - Multi Factor ) »9m-27 DX N1 Pmnn nowvnn .9.3.11
(Authentication

AES v 0110 1172 (WAT) NN PTIX NI IRTNN NI1IY MANN Dwrn .9.3.12
.128bit

Y1109 YYD DIWAP VIV NPIVINSA NP TP N2INDY TN NndNnn .9.3.13
N2 VYN

DOVYITIN DXVNON DNNY NNYNNN NTAY DN DONPIVION NN VI 1IN DY .9.3.14
NTNY 191 DIPIVID DD Ay VNG HD NAY PN VIV YT .NPPNN NNTIAYD
PPN N2IWAT 2NN INRY DIPIVIN VN DD NYON) NYIN

2719 WIFI/BT/RFID : 195 000N 2597 95 500 XD nndsnn .9.3.15

video ) INTY NN NPVIVIN NYPX MNP PNPNIN NN .9.3.16
.MD:5 , checksum, SHA-1, SHA-256 : nnx 15 (authentication

secure boota 7NN NNONNN IWOANN NN .9.3.17

Sy a8n 1N ,(SD CARD) 1) 71711 NONR /PNN N1 NNONNM NN .9.3.18
.NY¥NIY NTIVNN ©I02

2N YY1 (2.0 NOM WYY N2I) TPM 2>592 Tmnn nndsnn IWarn NN .9.3.19
AES ™ RSA nny75 nnvan onMnoNa

.NOYNN NIYD NNOHNNN P2 N8P N8P MaNn ovvn .9.3.20

FIPS ypma 7mnd ndynn Sy ,Masn mNnan NNy Pins owyny 555 .9.3.21
DNOWNN DY DXOIMVIIPN ONTIVN NAY NHYM 140-2 LEVEL 2

DYPPIN NDOIIN NV NIPY MRYIT D1 DN 9930 nNownn Dy .9.3.22
ABAC — Attribute Based v RBAC — Role Based Access Control nom
Access Control

Least ) 9Wann 995 MmN DY) MNYIN IVARD NWATY nNownn .9.3.23
OMMN DY PN T2 ,NIIVNN SVNNYNY MYN M nvad (Privilege
PN INNIPY VDY NN ,TPYIN NI DY) 19N
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